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I.
Introduction


"[I]n the past no government had the power to keep its citizens under constant surveillance.  The invention of print, however, made it easier to manipulate public opinion, and the film and the radio carried the process further. With the development of television, and the technical advance which made it possible to receive and transmit simultaneously on the same instrument, private life came to an end."
  
In his futuristic novel of a dystopia, 1984, George Orwell prophetically stated the extent to which a government, through the advent of technology, would be able to monitor and intrude into the lives of its citizens.  The narrator describes the futility of privacy recognized by the protagonist in the world presented in 1984: “For the first time he perceived that if you want to keep a secret you must also hide it from yourself.”

In a small section of the Stored Communications Act (“SCA”)
 passed by Congress twenty years ago, there is language that purports to open the door for the United States government to monitor Americans, bringing forth Orwell’s fear that private life as we know it will come to an end.
  The provision allows the government unfettered access to search a person’s personal e-mail account without a warrant secured upon the finding of “probable cause” as required by the Fourth Amendment.
  When the United States District Court for the Southern District of Ohio granted a preliminary injunction upon Mr. Steven Warshak’s motion in 2006
 the constitutionality of the SCA had never before been questioned. 
  The United States appealed the preliminary injunction to the United States Court of Appeals for the Sixth Circuit.
  The circuit court panel affirmed the decision of the district court; however, the circuit court vacated the decision, granted a rehearing en banc, and heard oral arguments on December 5, 2007.
  The decision the en banc court will soon make is one that will set the tone for how the federal courts will recognize privacy in e-mail and the new age of cyber-communication as a whole.

This paper will discuss the particular Fourth Amendment issues addressed in Warshak as well as how its holding may be applied and the effects it will have on the future of cyber-communications.  Part II begins with an examination of the SCA and the legislative intent that supported its passage.  Next, Part III closely analyzes the decisions by both the district court and the circuit court panel in Warshak, particularly focused on the constitutional issues of the warrant requirement and probable cause standard as contrasted with the Fourth Amendment reasonableness standard in regard to privacy interests in personal e-mail.  Finally, Part IV discusses what effects Americans may expect from the pending decision in Warshak as it may be applied to other forms of personal communication beyond e-mail.  
II.
Stored Communications Act (SCA), 18 U.S.C. § 2701 et seq.

The SCA was enacted to bring the law into step with technology as it existed in 1986.
  Senator Leahy, who introduced S. 2575 with Senator Mathias stated that existing law was “hopelessly out of date.”
  The transition from an analog to a digital world was upon America when, in 1983, Time Magazine announced “The Computer” as the Man of the Year.
  Congress intended to establish guidelines so that everyone could understand how the law would interface with the digital revolution of cyber-communication.
  The SCA was to balance the competing interests of the protection of civil rights with the current tactics, techniques, and procedures of law enforcement.
  “Most importantly, the law must advance with the technology to ensure the continued vitality of the Fourth Amendment.  Privacy cannot be left to depend solely on physical protection or it will gradually erode as technology advances.  Congress must act to protect the privacy of our citizens.  If we do not, we will promote the gradual erosion of this precious right.”


The SCA altered the scope of how the government could access the stored electronic communications of an individual maintained by an Internet Service Provider (“ISP”).  Sections 2703 and 2705 outline the details of governmental access to stored electronic communications and the power to delay notification to the subject of an investigation.
  Collectively, the two sections provide the government greater access than ever before in regard to Fourth Amendment searches.


Section 2703 states the requirements by which a governmental entity is authorized to access electronic communications.
  The government may obtain a warrant issued by a judicial officer upon a finding of probable cause and, without notice to the subscriber or customer, require the ISP to disclose the requested contents of the communications.
  Or the government, with prior notice to the subscriber or customer, may use an administrative subpoena, grand jury or trial subpoena,
 or a court order for such a disclosure under subsection (d) of this section
 to require the ISP to disclose the requested contents of the communications.
  Section 2703 distinguishes between electronic communications that have been stored for 180 days or less from those which have been stored over 180 days.  Electronic Frontier Foundation (“EFF”), in its brief, explains the reason for this distinction was that Congress relied on the standard practices in 1986 of ISPs in regard to e-mail storage.
  Even the Senate Report noted that most e-mails were only stored for a period of three months.
  By distinguishing at the 180-day mark, presumably there would be no confusion between e-mails with a heightened expectation of privacy and those with a lesser expectation of privacy.  There was no discussion as to why an individual’s expectation of privacy would lessen.  The changes in e-mail over the past twenty years shows that how Congress perceived e-mail to work in 1986 and the reality how e-mail is used today is vastly different.


Section 2705 provides the basis on which the government may request to delay notice to the subscriber or customer when requesting the individuals e-mail from the ISP.
  Under this section a delay of notification may be granted in conjunction with either a court order for such a disclosure under subsection (d) of section 2703,
 an administrative subpoena, or a Federal or State grand jury subpoena.
  The court or supervisory official granting the delay must find that “there is reason to believe that notification of the existence of the subpoena may have an adverse result described in paragraph (2) of this subsection.”
  Paragraph (2) defines “adverse result” as: “(A) endangering the life or physical safety of an individual; (B) flight from prosecution; (C) destruction of or tampering with evidence; (D) intimidation of potential witnesses; or (E) otherwise seriously jeopardizing an investigation or unduly delaying a trial.”  By delaying notice, section 2705 grants the government the same access, without notice, as a warrant to an individual’s electronic communications maintained by an ISP.
  The difference is that the government does not have to show probable cause, but merely a reason to believe there may be an adverse result.  Thus, when the government uses a court order or subpoena with delayed notice it is held to a lower standard than a typical Fourth Amendment search.

III.
Warshak v. United States, 490 F.3d 455 (2007) (vacated, rehearing en banc granted).
A.
Factual Background


In March 2005, the United States initiated a criminal investigation into Berkeley Premium Nutraceuticals, Inc.
 and its owner, Steven Warshak.
  The allegations against Warshak included: mail and wire fraud, money laundering, and other related federal offenses.
  
On May 6, 2005, the government obtained an order pursuant to 18 U.S.C. § 2703(d) from a United States Magistrate Judge for the Southern District of Ohio compelling NuVox Communications, an ISP, to turn over any information pertaining to Warshak’s NuVox e-mail account.
  The information requested by the United States Postal Service and Federal Bureau of Investigation included: (1) customer account information (including contact and billing information) for Warshak or “associated parties;” (2) contents of electronic communications, unless in electronic storage for 181 or less days; (3) all Log files and backup tapes.
  The order was issued based on “specific and articulable facts showing that there [were] reasonable grounds to believe that the records or other information sought [were] relevant and material to an ongoing criminal investigation.”
  Additionally, the magistrate, pursuant to § 2703(b)(1)(B), authorized the government to delay providing notice to the subject of the investigation, Warshak, for ninety days.
  On September 12, 2005, the government obtained a nearly identical order pursuant to § 2703(d) for two of Warshak’s Yahoo e-mail accounts.

On May 31, 2006, the government notified Warshak in writing of the two orders.  Warshak had gone without notice for approximately one year on the NuVox order and nine months on the Yahoo order.
 
B.
Procedural History

Warshak filed his complaint against the United States, alleging Fourth Amendment and SCA violations, on June 12, 2006, approximately two weeks after he received notice of the court orders.
  Warshak’s counsel sought assurances from the government that no further orders would issue without notice for a discrete period of time during the pendency of the present civil lawsuit; however, the government declined to provide any such assurances.
  In response, Warshak moved for a temporary restraining order (“TRO”) and/or preliminary injunction against the government using the SCA to access Warshak’s e-mail communications unless pursuant to a search warrant based on probable cause.
  

At the hearing, the district court granted a preliminary injunction that was predicated on a finding that  e-mail account holders have a reasonable expectation of privacy in the content of their e-mail communications stored on the ISP’s servers.
  Therefore, the government could only search the content of an e-mail upon issuance of a search warrant based on probable cause, or, alternatively, a subpoena providing notice and an opportunity to be heard prior to yielding the information.
  The relief granted by the district court was a narrower relief than the broad preliminary injunction originally sought by Warshak.


The government, dissatisfied with the district court’s decision based on a limited record, appealed to the United States Court of Appeals for the Sixth Circuit.
  Both EFF and Professors of Electronic Privacy Law and Internet Law submitted amici curiae briefs, to which all parties consented.
  Oral arguments were heard on April 18, 2007 and the decision of the court was filed on June 18, 2007.
  The circuit panel affirmed the district court’s preliminary injunction with one modification allowing for no notice to the account holder if there was an express waiver or consent.
  

On October 9, 2007, the Sixth Circuit vacated the panel opinion and granted a rehearing en banc.
  Oral arguments were heard on December 5, 2007.  No opinion has been published at this time.
 
C.
Constitutional Issues
Although the Sixth Circuit panel explored several different constitutional issues in Warshak, this paper will be limited to the Fourth Amendment issues presented.
  The Fourth Amendment issues present in Warshak are: (1) whether an individual has a reasonable expectation of privacy in the content of his or her e-mail communications maintained by an ISP; (2) whether the standard to compel disclosure of the content of an e-mail communications should require a warrant based upon probable cause or merely a subpoena or court order; and (3) whether the government violates the Fourth Amendment by compelling disclosure of the content of an individual’s e-mail communications by use of a subpoena or court order without notice.  
(1) 
Fourth Amendment: Warrant vs. Subpoena

The Fourth Amendment may be broken down into two clauses: the reasonableness clause and the warrant clause.
  The warrant clause provides greater protection to an individual because there is neutral and detached judicial oversight.
  The Supreme Court in Johnson v. United States explained why it was necessary to have a detached and neutral magistrate as opposed to the investigating officer make the probable cause determination.
  In Johnson, the investigating officer made his own determination of probable cause based on smelling opium emanating from Johnson’s open doorway and searched her hotel room.
  The Supreme Court held in Johnson that searches conducted outside the judicial process, without prior approval by a judge or magistrate, are per se unreasonable under the Fourth Amendment—subject only to a few specifically established and well-delineated exceptions.
  A properly issued warrant based upon a finding of probable cause also provides protection to the government agency carrying out the law enforcement action.  When no warrant is issued, however, the courts have looked at the reasonableness clause to determine if the search violates the Fourth Amendment.


The Supreme Court has determined that certain government actions, such as grand jury and administrative subpoenas do not require the use or process of a search warrant under the Fourth Amendment.
  The Fourth Circuit distinguished a warrant issued ex parte by a judicial officer based upon a determination of probable cause from a subpoena which provides an opportunity to be heard in court before compliance.
  A warrant is issued and executed to preserve the advantage of speed and surprise over the interests of the immediate and substantial invasion of privacy.
  A subpoena does not provide the same advantage as a warrant, but is less of an invasion because of the process provided to challenge it in court in an adversarial setting.
  The difference between subpoenas and warrants provides for subpoenas to be interpreted under the reasonableness clause rather than the warrant clause.
 
(2)
Fourth Amendment Reasonableness Standard

The protections provided by the Fourth Amendment allow courts to exclude evidence obtained through unlawful, or unreasonable, government action.  The preliminary perspectives of the exclusionary rule of the Fourth Amendment go back to Weeks v. United States.
  Weeks stands for the proposition that federal officers in federal actions should not be rewarded for conducting unlawful police actions in direct violation of the constitutional rights of an individual.
  The government may not use law enforcement or investigative techniques that violate the Fourth Amendment no matter how much more efficient it may make criminal investigations.
  For the courts to sanction such unlawful practices would be to neglect their duty to protect the integrity of the judicial system by upholding the Constitution.
  
The particular rule of law concerning unlawful searches under the Fourth Amendment was first formulated by Justice Harlan in his concurring opinion in Katz v. United States.
  In order for there to be a search under the Fourth Amendment, there is “a twofold requirement, first, that a person have exhibited an actual (subjective) expectation of privacy and, second, that the expectation be one that society is prepared to recognize as ‘reasonable.’”
  Katz further held that “the Fourth Amendment protects people, not places.”
  It is this distinction that requires courts to look at who the Fourth Amendment protects in a given situation, and thus whose subjective expectation of privacy is at issue. 
(a) 
Individual’s Subjective Expectation of Privacy Interest


The first step in the reasonable expectation of privacy test is whether an individual has an actual or subjective expectation of privacy.  Courts have recognized that an individual may expect a privacy interest in such instances as a letter in the U.S. Mail,
 a footlocker or suitcase shipped via a common carrier,
 a briefcase briefly stored at a restaurant,
 the contents of a safe deposit box,
 and a tenant’s rented space.
  In contrast, courts have determined that there is no privacy interest in a postcard or circular,
 telegram,
 business records,
 or a bulletin board post on the Internet.
  The subjective assessment looks at the nature of the privacy interest and whether that individual could have thought his or her communication was private.  In those cases where the court found no privacy interest, it was often because the information was so readily accessible to the public that an individual could not have thought it was private.  In some instances, however, there is no expectation of privacy because of the terms of service or an express waiver by the individual.
   



(b)
Society’s Objective Recognition of Privacy Interest 

A defendant may show that he subjectively expected his communications to another person to be private; however, the question often turns on whether society recognizes the expectation of privacy as reasonable.  
(i)
Assumption of Risk in Communications
A typical issue arises when an individual communicates with another person who the individual presumes to be a friend.  It is said that an individual who shares communications with another assumes the risk that the other person could reveal the information to the government.
  A false-friend who cooperates with government officials does not provide an individual with the same constitutional protections.
  The Court in Katz implicitly provided that an individual does not assume the risk that the phone company could disclose the content of a telephone conversation solely because it has access to listen to the conversation.
  Furthermore, society is willing to protect against an uninvited third-party so long as the conversation is private amongst the parties to the conversation.
  The Court of Appeals for the Armed Forces further held that an individual’s consent to monitoring did not imply consent to allow law enforcement searches examining the contents of e-mails.
  Thus, an individual’s expectation of privacy is adjudged by the reasonable protections one takes to avoid disclosure of the communications.
(ii)
Identification or Transaction Information vs. Content
Furthermore, certain communications or basic information for purposes of identification or businesses transactions is not within the protections of the Fourth Amendment because society is not prepared to recognize it as a reasonable expectation of privacy.  In Smith v. Maryland, the Supreme Court held that society was not prepared to recognize the expectation of privacy in the numbers dialed on a telephone, which were the subject of a police investigation through the use of a pen register on Smith’s telephone line.
  The Court also recognized that an individual could not reasonably expect privacy in information regarding business transactions.
  In contrast, the Supreme Court has held that the content of conversations is protected over the telephone lines.

The content of communications although intangible have been compared to the tangible “papers and effects” expressly covered in the Fourth Amendment.
  The Supreme Court has recognized that to protect such conversational privacy, the courts must apply the same principles underlying the Fourth Amendment.
  Distinguishing privacy of the content of communications in contrast to privacy of the basic information that identifies a person communicating raises the issue of whether the communication medium is a closed container.
  The definition of what constituted a closed container historically was easily ascertainable.  Technology, however, has stretched the limits of what our pre-digital revolution Framers envisioned.



(iii)
Technology
Finally, technological advances have forced the Supreme Court to consider to what degree society is prepared to permit privacy invasions by the government because of readily accessible means.  In Kyllo v. United States, agents of the Department of the Interior were using a thermal imager to scan a complex from their vehicle across the street.
  The scan revealed high levels of radiation emitted from the garage, which led the agents to suspect the defendant was growing large amounts of marijuana.
  The Supreme Court found that the use of the thermal imager, a device not in general public use, constituted an unreasonable search.
  The Court held that searches using technological devices that disclosed “details of the home that would previously have been unknowable without physical intrusion” were presumptively unreasonable without a warrant.
  The Court, in both the majority and dissenting opinions, discussed the challenges that technology would provide to future analyses of society’s reasonable expectations of privacy.
  In 2004, a New York appellate court recognized the significance of e-mail in the context of today’s technological changes.  The New York legislature amended the general Statute of Frauds to allow for electronic communication intended to authenticate a document as an “accommodation for the realities of doing business in our electronic age.”
  Moreover, another New York appellate court recently found that an e-mail exchange between parties could be used to modify the terms of an employment contract and that a signed name at the foot of the message constituted a “signed writing” satisfying the requirement that the modification be signed by all parties.
  Should the recent decisions of these courts become the new standard for evaluation of e-mail communications, the effect is likely to impact many areas of the law.
  

D.
Analysis

The en banc court must first evaluate whether an individual such as Warshak has a reasonable expectation of privacy in the content of his e-mail maintained by an ISP.  The court must find that there is a reasonable expectation of privacy or the Fourth Amendment is not implicated.  Second, the court must determine what standard the government must use to compel the disclosure of an individual’s e-mail.  The court may choose to view e-mail as a closed container, to which a government search may only be authorized by a warrant issued upon probable cause by a judicial officer.  Alternatively, the court may elect to allow for a lower government burden through a subpoena or court order with notice to the subscriber.  The Court would likely justify the lower burden by a finding that the invasion into an individual’s e-mail account is not as intrusive as a search requiring a warrant based on probable cause.  Finally, the court must determine if the delayed notice to the subscriber, coupled with either a subpoena or court order, violates the Fourth Amendment of the Constitution.


(1) Reasonable Expectation of Privacy in E-mail Communications

The district court determined that the fact that the e-mail is stored on a commercial ISP’s server did not frustrate the expectation of privacy a subscriber may have in those e-mails.
  An individual does assume the risk that another party to the communication may disclose that information to the government.
  The Supreme Court in Katz, however, held that an individual still retains an expectation of privacy although the telephone company has access to the content of a telephone conversation.
  Furthermore, consent to monitoring does not negate a person’s reasonable expectation of privacy in the content of their e-mail.
  Conversely, if the terms of service expressly waive any right to privacy in the content of e-mails, then an individual may not assert such a privacy interest.
 

The disclosure of the content of Warshak’s e-mails came from a party to whom Warshak expected a right to privacy.  Warshak does not deny that the parties to whom he communicated could have disclosed the nature and content of his e-mails.
  The concession however does not the facts of the case before the court.  Both the telephone phone company and the ISP provide a service that users understand is susceptible to monitoring.  In each service, however, the service providers recognize a user’s privacy except in situations where the service provider must invade a user’s privacy for proper system management.  Users, understandably, expect that the service provider will not disclose the contents of their conversations.  The ISP in Warshak is analogous to the telephone company in Katz and therefore does not trigger an assumption of risk analysis.
  Therefore, both the district court and the circuit panel correctly found that Warshak had a reasonable expectation of privacy in the content of his e-mails.


(2) Standard to Compel disclosure of E-mail Content


The court is presented with two possible choices to establish the standard of proof the government must show to compel disclosure of e-mail content: a warrant or a subpoena or court order.  Warshak and the amici curiae argue that the court should find that the e-mails are no different than other closed containers such as letters, packages, luggage, and rented spaces.  If the court agrees, then a warrant based upon probable cause would be necessary for the government to conduct any searches of an individual’s personal e-mail accounts.  The government, however, justifies its argument for the use of a subpoena or court order to effectuate a search of the content of an individual’s e-mails on the reasoned judgment of Congress.  The SCA expressly permitted the government to use a subpoena or court order to compel the disclosure of such electronic communications.  


Warshak’s rights do not hinge on the answer to this question.  Either choice is supportable; however, it is possible that the court will defer to the legislative enactment in this case.  There is nothing in the Constitution that would necessarily preclude Congress from determining that use of a subpoena or court order with appropriate notice would be unreasonable.  That the “right to be secure in their… papers, and effects against unreasonable searches and seizures”
 falls under the reasonableness clause, rather than the warrant clause, would justify the court in upholding the legislative intent to authorize a subpoena or court order to be used to effectuate the search.  A decision to allow anything less triggers the final question as to the constitutionality of the delayed notice.   


(3) Constitutionality of Delayed Notice

The heart of this case lies in the court’s answer to this question.  Whether delayed notice, coupled with a subpoena or court order to compel disclosure of the content of an individual’s e-mails is unreasonable.  A warrant based upon probable cause does not require prior notice, but still provides adequate protections under the Fourth Amendment’s warrant clause.  A subpoena or court order, alternatively, is only evaluated under the Fourth Amendment’s reasonableness clause.  A subpoena is a less intrusive means of compelling disclosure only because it requires prior notice to the party whose privacy interest is at stake.  In Warshak’s case, it was the ISP that was provided notice, not Warshak, whose privacy interest was at stake.


The court should find that a lack of prior notice to the e-mail account holder is unconstitutional.  Akin to a telephone company, a common carrier, or a landlord, an ISP does not have the power to consent to a search that implicates the privacy rights of one of its e-mail account holders.  Access to monitor an individual’s e-mail account is insufficient to authorize compliance with a subpoena or court order.  A warrant dispenses with the need for notice, but a subpoena or court order expressly requires it in order to afford an individual the protections of the reasonableness clause of the Fourth Amendment.  
IV.
Broader Application and Effect of SCA

The effect of the decision in Warshak will have far-reaching privacy implications in the wake of new technological developments.  Technology that already exists will also present the same challenges.  Communication by instant messages (“IM”) over the Internet, Voice over Internet Protocol (“VoIP”) telephones, and text messages via cellular phones will each meet its own challenges as the interests of privacy in different communications begins to mesh and overlap.  
IMing is a common practice for real-time communication that is typically less formal than an e-mail.  IMs are similar to emails by transmitting text messages or attachments via an IM program.  In nearly every regard, IMs will likely have the same privacy interests as e-mails.  Although a person assumes the risk of disclosure by the recipient, the IM is communicated like a telephone call or letter in the mail.  If there were multiple recipients the sender would assume more risk, however the privacy interest would still be present. 
VoIP is the trend of the future for telephonic communication.  VoIP takes a traditional phone, but rather than extending it over telephone lines it uses the infrastructure of the Internet.  It is foreseeable that in ten to twenty years nearly all telephonic communication via land-line telephones will incorporate VoIP technology.  Just as the telegram has gone the way of the dinosaurs, it is likely that the traditional Bell telephone will as well.  VoIP raises a particularly interesting privacy interest question, because it would retain the voice communications of a telephone call, but would transmit and receive the information via servers in much the same way as an e-mail or IM.  Distinction as to privacy interests on such subtle grounds would not make sense.
Cellular phones have taken over the world.  The advent of the cellular phone caused the near-extinction of the public telephone.
  The network of satellites and cellular towers far exceeds the number of switchboards that characterized the initial spread of analog telecommunications.  Like VoIP, the question remains, whether a person using the telephone, in whatever form it takes, retain the same right of privacy as the Supreme Court recognized in Katz.  Furthermore, a large part of cellular phone use today consists of text messaging.  A person can send a text message in much the same way as an IM, but over the cellular network instead of the Internet.  The same capability exists for recording transactions or conversations.  Whether text messaging will be treated as an IM or e-mail, or as a phone conversation due to the technology used will determine how much privacy a person may expect.
All of these questions remain to be determined even after the Sixth Circuit publishes their decision in Warshak.  It will be important for courts addressing such questions to evaluate the principles of the Fourth Amendment in light of the possibilities that new technologies may present.
V.
Conclusion
Justice Brandeis’s words ring ominously clear in today’s reality: “Ways may some day be developed by which the government, without removing papers from secret drawers, can reproduce them in court, and by which it will be enabled to expose to a jury the most intimate occurrences of the home….  Can it be that the Constitution affords no protection against such invasions of individual security?”
 That day is now, and that question is now before the en banc Sixth Circuit Court.  The court’s answer will determine whether our Nation strives towards the utopia the Framers envisioned with liberty and justice for all or the dystopia described by George Orwell in 1984. 
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