[image: image12.png]ENGINEERING 5 ERVICES NETWORK






Special Summary Report

Date:

December 10, 2010

To:

William Affeldt, VA Manager, Enterprise Operations Support


Gregory Henry, VA Manager, Network Defense Operations Team Lead

CC:

Daniel Shapiro, (ESN) VP & COO



Steve Chapman, (ESN) NSSS Team Site Manager

Tom Lloyd, (ESN) VA Programs Manager



Shelley Smith, (ESN) Director of Contracts
From:

William F. Slater, III, PMP (ESN) VA NSOC NSSS Project Manager

Subject:
Summary Report – NSSS Team Activities and Accomplishments
Mr. Affeldt and Mr. Henry:
This is the summary report of the NSSS Team responsibilities, activities, accomplishments, challenges and contract information since Team ESN began supporting the VA in August 2009.  
Current Staffing

[image: image1.png]First Name. Lot Name Employer Eviail “Work Phone. St Tocation

[Sofian [Ansarie GDIT_[Sorien Ansarie@ua gov [705-035-1232 5808 [Anaiyst [2nd Shirt Tue - sat_[Fines, 1L Hines VA

Paul Bedient GDIT_[Paul Bedient@ua gov [708-038-123¢ 5820 [Shift Leaa 310 Shift Sun - Wed_|Falling Waters, WV - Falling Waters VA
Matthew Bone. ESN__|Matthew Bone@va.gov [708-038-1232 5808 [Shift Leaa [2nd Shift, Mon - Fri_|Hines, IL- Hines VA

fGienn Burrows. ESN__|Glenn Burows@va gov [708-938-1234 5807 [Anaiyst 1stShift, Tue -Sat__[Hines, IL- Fines VA

Bradiey Brers GDIT__[bradiey.byers@va.gov [Analyst (As of Jan. 3, 2010) | 1st Shift, Sun.- Thu._|Falling Waters, W - Falling Waters VA
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Emery DeCavitcn ESN__|Emery.DeCavitch@va gov. [708-038-1232 5802 [Anaiyst [20d Shift, Sun ~Thu_Hines, IL- Hines vA

[ionn Deneen GDIT_lohn Deneen@va gov [708-038-1232 x6002 [Anaiyst 31 Shift, Mon - Thu_|Falling Waters, WV - Falling Waters VA
[ionn Domar ESN__|john.domar@va.gov [708-038-123¢ 5803 [Anaiyst [3rd Shift, Wed - Thu_Hines, IL- Hines VA

Lee. Eiis GDIT_|LecEllis@uagor [708-038-123¢ 5805 [Anaiyst 31 Shift, Wed - Thu_Hines, IL- Hines VA

Marc: [Givan ESN__|marci ghan@va gov [708-038-123¢ 5810 [Technical Writer 15t Shift, Mon Fri__[Hines, IL- Hines VA

frnomas. Fenry ESN__[thomas.henry@va.gov [708-038-123¢ 5280 [Anaiyst 310 Shift, Wed - Sun_|Falling Waters, WV - Falling Waters VA
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[andrew Pena GDIT_[andrew Pena@a gov [708-038-123¢ 5801 [Shift Leaa 15t Shift, Mon - Fri__[Hines, IL- Hines VA

[wittiam [Siater ESN__|williamsiaterl@va.gov [7os-938 1232 5808 Project Manager [1stShift Mon -Fri__|Hines, IL_ Hines VA,
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Current NSSS Team Member Responsibilities and Activities
	Responsibilities / Activities

	US CERT-Related Tickets and Bulletins

	Incident Support

	TMS data calls (they normally are responding to others and needing information quickly)

	NIPS incidents (i.e. GTP)

	ePO incidents (i.e. Threats NOT handled)

	NDO Mailbox Management (ticket updates)

	CSC created NIPS event tickets

	Creating “Closed” Remedy tickets for ePO events (threats handled)

	Monitoring of Devices 

	Daily Reports (Event Reports: ePO, NIPS, HIPs)

	Daily CIPS Briefing

	PWS Task Reports (Weekly, Bi-Weekly, Monthly, Quarterly)

	Ad Hoc Reports as requested

	Produce and/or edit related Standard Operating Procedures as requested


Table 1 - Current NSSS Team member responsibilities and activities.

Current NSSS PWS Report Status
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PWS Task 2 – Provide Security Support Services at the VA-NSOC:

Background: 

The VA-NSOC is responsible for monitoring incident response, vulnerability management, vulnerability assessment, incident reporting, engineering support, policy enforcement and occasional policy review to support One-VA Enterprise Infrastructure security support services.  The VA-NSOC serves both the initial (Tier I and II) security event analysis and event validation function, and as a Tier III escalation center.  It also serves as the central coordination point of contact for computer security incidents across VA.  As a part of the VA-NSOC, the Computer Network Defense (CND) team provides Tier III support for security investigations, incidents, security devices and information.  A large part of this Tier III support is coordination with other VA Components, such as the support from Network Service Providers and other contractors.  The NSSS support for Tier III is in place to handle complex issues on security incidents and anomalous activity throughout the VA enterprise in which the Tier I and Tier II engineers may not so easily be able to resolve. 

As a result of the complexities of the VA architecture, the service center support shall include technical troubleshooting to aid in the resolution of day-to-day problems.

The contractor shall provide trained, qualified, and cleared staff at the VA-NSOC to support the following Tier III network defense operations on a 24x7x365 basis:

· Security Device Monitoring

· Security Event Correlation

· Audit Log Management

· Access Controls

· Network Intrusion Security Event Detection/Analysis/Prevention

· End-point Security systems (e.g. Host IPS and Anti-virus Management)

· Incident Response and Management

· Security Reporting

· Monitoring All Configuration Changes.

Contractor personnel manning the Tier III section of the NSOC- Computer Network Defense Section shall be pro-active in keeping users informed of all relevant service events, actions and service changes that are likely to affect them. The Service Desk is in the direct line of any impact on unexpected changes or service unavailability.

The Tier III components of the NSOC Computer Network Defense section is considered the central point of contact for security activities for other NSOC and VA enterprise service providers and users/customers on a day-to-day basis. It is also a focal point for reporting Incidents (disruptions or potential disruptions in service availability or quality) and for users making Service Requests (routine requests for services). 

The Tier III contractor staff shall handle incidents and service requests, as well as provide an interface to users for other ITSM activities such as:

· Incident Management

· Problem Management

· Security Related Software Management
The contractor shall manage resources to ensure that timely and expert assistance is available for the diverse user group supported by the NSOC.  The contractor shall provide prompt, courteous, accurate, and competent support.  The NSSS support contractor shall provide standardized reliable, fast, consistent and cost effective support to all employees and business partners within the VA enterprise.  Support of the NSOC requires the contractor staff to quickly establish an in-depth understanding of the VA architecture and related engineering processes, policies and current OI&T.  

The contractor staff shall be customer-oriented, professional, must have full capacity of the English language and be able to effectively communicate both orally and in writing. Contractor staff shall be familiar with help desk and service center processes and procedures and possess experience with correlation and coordination of multiple help desks deployed throughout the enterprise.  Contractor staff shall document all issues and problems in the NSOC ticket system.  This NSOC Computer Network Defense Tier III component shall integrate into the overall tiered structure of the NSOC.  Those problems that cannot be resolved by the network defense Tier III personnel shall be escalated to the appropriate NSOC functional area as defined by the VA.

With respect to the NSOC core functions and government role, the following table describes the function and associated roles:

	VA-NSOC Security Support Services O&M Functions
	VA Role

	Security Device Monitoring 
	Review and Oversight 

	Security Device Administration and Management
	Review and Oversight

	Audit Log Management
	Acceptance and Oversight

	Access Controls (security devices)
	Review and Oversight

	Network Intrusion Security Event Detection/Analysis/Prevention
	Global Oversight; also has ability to co-monitor

	Incident Response and Management
	Review and Oversight

	Security Reporting
	Review and Oversight

	Security Policy Enforcement and Review
	Oversight: policy guidance and review


MONITORING, ANALYSIS, AND REPORTING:

The VA-NSOC is responsible for continuous monitoring, analysis and reporting of security alerts information from all approved security devices, collection techniques and designated system logs.  In support of the VA-NSOC the contractor shall:

· Perform continuous monitoring, analysis and reporting of security alerts information from all approved security devices, collection techniques and designated system logs

· Provide monitoring and analysis which consists of, at a minimum, security event detection, correlation, categorization, prioritization and post analysis reports.

· Provide timely notifications, accurate analysis and reporting of security events and incidents

· Provide event categorization which consists of analysis of the incoming data flow from security devices and searching data for indications of anomalous events.

· Perform forensic analysis on security incidents as required to learn valuable lessons about attacks and implement changes proactively based on knowledge learned

· Provide Network Intrusion Security Event Detection/Analysis/Prevention

· Provide reports which utilizes security platform management applications to report various queries in order to understand the overall security coverage for a specific platforms (i.e. Provide based queries which show how many nodes are active)

· Provide dashboard-based-custom configurable reports for NSOC  management

· Actively monitor VA-provided network management systems to ensure availability and reliability of enterprise gateway, VA NSOC architecture

INTRUSION DETECTION AND PREVENTION:

The VA-NSOC is responsible for network intrusion detection and prevention. In support of the One-VA network the contractor shall:

· Coordinate installations and perform administration operations on remote components of the intrusion detection/prevention systems.

· Monitor the network and supporting systems to detect security compromise events (including intrusion and virus incidents).

· Centrally manage and operate a One-VA network wide network intrusion detection/prevention program.

· Develop and maintain the VA triage and event escalation procedures for incident reporting.

· Correlate events for early warning, alerting, trends and prevention.

· Conduct investigations on suspected intrusions and/or suspicious activities.

· Implement latest tested and VA approved patches and bug fixes.

· Perform Incident Response and Management

INCIDENT RESPONSE AND RECOVERY:

The VA-NSOC is responsible for incident response and recovery. In support of the One-VA network, the contractor shall:

· Develop, maintain and implement a comprehensive plan for response to security incidents including the creation of standard operating procedures detailing the rules of engagement for crisis management of security events.

· Respond to security events as efficiently as possible to limit the damage, enable the mitigation of potential incidents, determine the root cause and ensure system availability quickly.

· Plan and implement malicious code corrective measures.

· Coordinate with NSOC, Field Activities and other VA Components to resolve security incidents within the enterprise

· Track incidents from initial detection through final resolution

Accomplishments
	Accomplishment
	Details

	Ticket Numbers, created, closed, and in queue.
	· Timeframe: Dec. 1 2009 – Feb. 28, 2010

· Tickets Created:  2852

· Tickets Closed:  2856

	Ticket Numbers, created, closed, and in queue.
	· Timeframe: March 1 2009 – May 31, 2010

· Tickets Created:  7,559

· Tickets Closed:  8,663

	Ticket Numbers, created, closed, and in queue.
	· Timeframe: September 21, 2009  – July 25, 2010

· Tickets Created:  12,388
· Tickets Closed:  13,575

	Ticket Numbers, created, closed, and in queue.
	· Timeframe: September 21, 2009  – September 5, 2010

· Tickets Created:  13,209

· Tickets Closed:  14,375

	Ticket Numbers, created, closed, and in queue.
	· Timeframe: August 25, 2010 – November 24, 2010

· Tickets Created:  1711

· Tickets Closed:  1541

· Tickets in the Queue:  720

	Accomplishment
	Details

	PWS Deliverables are on Track, and on Time.
	· NSSS Contract Year - 2009-2010: 292 of 292 deliverables were been completed, with more than 92% delivered on time.
· NSSS Contract Year - 2010-2011: As of December 10, 2010, 131 of 397 deliverables were completed, with 100% delivered on time.

	Completed several other SOP Documentation for NSSS 
	· Ticket Handling

· ePO Reporting

· Ticket Priority and Escalation Document

· Operational Procedure for Processing US-CERT Monthly Watchlist

· New Contingency Process and Tool for when the Remedy System is Down 

· Procedure for Processing US-Cert Monthly Watchlist

· SOP for Handling VPN Child Tickets

· SOP for Determining Major Incidents

· HIPS-NIPS Monitoring Plan

· SOP for Determining Major Incidents (Updated)

	Ad Hoc Reports
	· Ad Hoc Reports produced on request for Incidents.
· Ad Hoc Reports produced for Tag Selection.
· Outbreak Definition

· HIPS & NIPS Network Monitoring Plan

	Daily ePO Reports 

Weekly ePO Report

Daily HIPs Reports

Daily NIPs Reports

Daily CIPs Briefing


	· High Quality, Daily and Weekly Security Data Reports Delivered On-Time.



	Inputs to the Weekly Threat Briefing.
	· Weekly content based on current Malware Activity and Nefarious Exploits.

	Threat Signature Management
	· Researched and maintained a Threat Signature list to find the most current active threats to the VA infrastructure

	Accomplishment
	Details

	Incident Management
	· Investigation resulted in 400+ machines identified for potential infection. New exploit was found and undetected by McAfee.
· 20 machines were identified for reimaging. The malicious file was submitted to McAfee and included in DAT file 6034 as Exploit-PDF.b
· GTP 1 (IRC Nick)

· GTP 2 

· Etc.

	Reengineered Processes and Process Improvements
	· CND Ticket Handling and Collaboration Between Tiers 1, 2, and 3, then completed the SOP Documentation for NSSS and CSC Collaboration on Remedy Tickets
· Adapted processes to introduce event correlation with associated ePO events.

· Metrics instituted for ePO events
· Created individual Region-based queries to extract the appropriate information

· Developed PivotTables and PivotCharts to provide VA management streamlined views of the anti-virus activity

	Creation of Knowledgebase Prototype
Note: the Knowledgebase prototype is on hold per VA direction.
	· Used Access 2007 to create a working prototype of a Knowledgebase.  This project was placed on hold by VA Management on Monday, November 29, 2010.
· The Knowledgebase System will benefit the VA NSOC in the following ways:

· Providing a centrally managed, accessible repository for critical IT security data and information, ensuring that all intrusion attempts are logged, stored and categorized in accordance with VA’s accepted SLA, escalation, notification and resolution procedures.

· Capturing lessons learned.

· Allowing analysts that are working in two distinctly different locations, to enhance their effectiveness and collaboration by providing a single location for storing critical IT security data and information.

· Increasing the NSSS Team’s responsiveness to IT security incidents.

· Increasing the timeliness and quality of Management reports on IT security data and information.

	Splunk
	· Evaluated first instance

· Submitted recommendation to enhance performance

· Currently being used to corroborate evidence from variety of alternate Security Sensors

· Currently in use in degraded capacity



	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	



	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Challenges
Tools – 
· Not having a SIEM remains a significant impediment. 
· The current NIPS licenses that were recently updated for the XPU on all sensors across the enterprise will expire within 30 days.

Scheduling – The requirement for 24/7/365 coupled with the number of people on the staff makes scheduling challenging when people are sick or they take leave.

Contract Information

The contract is firm fixed price (FFP), with a base year and 4 option years.  The contract is executing in Option Year 1.  The period of performance is 25 August 2010 through 24 August 2011. 

Conclusion

The team continues to strive to meet and exceed the IT Security-related requirements and expectations of the VA NSOC.  Every Team member is highly motivated to perform well, and outside of the work environment, they are each striving toward personal and professional career goals to increase their effectiveness at work.

Please let me know if you have any questions or comments about the content of this report.

Best regards,
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William F. Slater, III, PMP, CISSP, CISA, SSCP, Security+
Project Manager, VA NSOC NSSS Team

Hines VA, Hines, IL

william.slater1@va.gov

wslater@esncc.com

Mobile:     312-758-0307

Office:     708-938-1234 x5808 
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Page 1
William F. Slater, III, PMP, Project Manager
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