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Assignment Description:

This assignment is worth 50 points.

Read through the Data Breach Report links above. This might take a little while, and you may want to make
notes to yourself while reading. Look at the data for all three years and provide a summary of at least five
major trends identified over the last three years. Include in your posting your opinion regarding at least 3 of
the trends. For example, did the number of viruses rise? Fall? Why?

You still need outside references, so you may want to investigate and determine whether the stated trends
are reported by others, or provide more information on those trends.
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Introduction
This paper contains a brief trend analysis of data and statistics about data breaches from three
separate annual reports whose primary focus were the analysis of data breaches. Members of the
Verizon Business Risk Team did the research and compiled these reports using over 500
investigations and 10s of thousands of data points for each report. The broad spectrum of types
of companies and data points collected provides increased credibility making this annual data
breach report one of the most authoritative in the world of Information Security. In addition, the
trends shown in these annual data breach reports can be used by other management teams to help
formulate the security plans, strategies, and budgets that will mitigate the risks that these threats

and actual data breach methods represent.

Threat Action Category Trends
The table and accompany graph below show the categories of Threat Actions and the
percent increases in each year from the previous year for each category. Notice that the top

threats are Malware, Hacking, Social Engineering and Misuse.

Threats Actions

Category 2008 2009 2010 Average
Malware 31 64 38 44
Hacking 59 38 40 46
Social 10 13 28 17
Misuse 22 22 48 31
Physical 15 9 15 13
Error 3 1 2 2
Environmental 0 0 0 0

(Baker, 2009, 2010, 2011)
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(Baker, 2009, 2010, 2011)
The Source of the Data Breaches
The table and accompanying graph below show the categories of the Source of Breaches
and the percent increases in each year from the previous year for each category. Note that the
biggest causes of data breaches were Significant Errors, Hacking, Malware, and Privilege

Misuse. Also note that uniformly categorized and summarized data was not available for 2008.

How Do Data Breaches Occur?

Category 2009 2010 Average

Privilege Misuse 22 48 35
Significant Errors 67 67
Hacking 64 40 52
Malware 38 39 38.5
Social Engineering 28 28
Physical Attacks 9 15 12

(Baker, 2010, 2011)
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Additional Useful Information

As required by the assignment description, I consulted additional resources regarding
data breaches and threats that are inherent in the modern networked computer environment. The
diagrams and information below are the results of this research.

The diagram below from a Symantec whitepaper shows at a high level the four phases of
a targeted attack. After careful review of this, it occurred to me, based on my knowledge of
penetration testing for purposes of certification and accreditation, that there is at least two
missing phases that should be part of the attack: 1) the reconnaissance phase where the
information required for the attack is gathered; and the 2) characterization / planning phase,

where the data collected from the reconnaissance phase is analyzed and structured into a plan.
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(Symantec, 2009)
The Ponemon Group produced a similar study of data breaches in 2009. That data is
summarized by causes of data breaches in the chart shown below. Again, this highlights the
need for Information Security Managers to understand these risks and how to effectively plan

mitigate them.
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The diagrams below show the commonalities in the data breaches that occurred in 2010:

WHAT COMMONALITIES EXIST?

o
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(Baker, et al, 2010)
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Based on the data breach analysis study in 2010, the diagram below shows the

recommendations on how to plan mitigation efforts:

WHERE SHOULD MITIGATION EFFORTS BE FOCUSELR

W Eliminate unnecessany data; keep tabs onwhat's left
w' Ensure essental controls are et

' Cheditheaboweagain

W Testand reviewweb applications

W Audit useraccountsand monitar privieged activity
W Filter outbound traffic

W Monitorand mire event logs

(Baker, et al, 2010)
The chart below shows the data breach threat agent trends by percentage of breaches over
the past several years. What this chart shows is that external threats have been steadily

increasing since 2005.



Figumr &, Threstagents overtime by percent of breaches
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(Baker, et al, 2010)

The diagram below showing the 2004 — 2008 trends of data breach causes was provided

in a Symantec white paper, but the original source was Baker’s 2009 Verizon Data Breach

Analysis study:
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Conclusion

The general conclusions that a manager can draw from these reports are as follows:
1) The increases in Threat Actions over the past three years have been the areas of

Hacking

Social Engineering

Malware Attacks
2) The external threats have been steadily increasing in most companies since 2005.
3) Knowing where these threats are coming from and how these data breaches are

occurring will help the prudent manager create a plan and a road map for the

expenditure of the resources to mitigate these risks as effectively as possible.



4)

5)
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The general need for Information Security personnel to carry out these hands-n
mitigation activities is increasing, so we can expect a growth of professionals with
these specialized skills in our IT staffs.

Because of the increased focus on publicity about data breaches as well as
compliance with laws that are designed to protect consumer privacy, every manager
must make the protection of the data of its clients and its employees a top priority,
and secure budgets that will fund the necessary resources to protect data and drive
down the risks to a level that is acceptable for the business to effectively operate in

compliance with all existing laws.
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